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Ubiquitous HTTPS

web content 
personalization 

+ 
awareness of 
user privacy

Encryption the  
de facto  

default in HTTP 2.0
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COSTS

deployment 1

energy consumption 4

value-added services 5

data usage 3

load time 2



DEPLOYMENT1



deployment load time data usage energy middleboxes

USAGE TRENDS
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TAKEAWAY

HTTPS accounts for 50% of all HTTP connections 
and is no longer used solely for small objects, 
suggesting that the cost of deployment is 
justifiable and manageable for many services.



LOAD TIME2



Encrypted Data

TLS HANDSHAKE
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HANDSHAKE LATENCY
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PAGE LOAD TIME
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TAKEAWAY

The extra latency introduced by HTTPS is not 
negligible, especially in a world where 1 second 
could cost 1.6 billion in sales.



DATA USAGE3



HANDSHAKE OVERHEAD
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Overall: 
for 1/2, handshake 
is > 50% of volume

Twitter: 
for 1/2, handshake 
is > 70% of volume

“Pre-Opening”: 
handshake is  
100% of volume

Amazon S3: 
for 1/2, handshake 
is < 10% of volume

deployment load time data usage energy middleboxes
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HTTP PROXIES
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Compression Compression ratio: 28.5% 
Average daily per-user savings: 2.1 MB

Caching Cache hit ratio: 14.9% 
Average daily ISP savings: 16 TB

deployment load time data usage energy middleboxes



TAKEAWAY

Users are unlikely to notice significant jumps in 
data usage due to loss of compression, but ISPs 
stand to see a large increase in upstream traffic 
due to loss of caching.



ENERGY 
CONSUMPTION4



−30
−20
−10

0
10
20
30

Pr
ox

y 
En

er
gy

 In
cr

ea
se

 [%
]

YouTube Videos
A      B      C      D

VIDEO PLAYBACK

19

proxy requests 
cheaper encoding
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TAKEAWAY

HTTPS’ cryptographic operations have almost no 
impact on energy costs, but the loss of proxies 
can significantly impact battery life (positively and 
negatively).



VALUE-ADDED 
SERVICES5



LOTS OF MIDDLEBOXES
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compression

caching
transcoding

parental filtering

intrusion prevention

virus scanning

(that operate on packet contents)

app analytics

app-aware load balancing

ad blocking

deployment load time data usage energy middleboxes

forensics



EXAMPLE: PARENTAL FILTERING
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Internet Watch Foundation Blacklist

5% pure domain or subdomain
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TAKEAWAY

Though difficult to quantify, the loss of in-network 
services is potentially substantial; some of that 
functionality could be equally well performed on 
the client, while others may require a total rethink.
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Direct Costs
mechanics of TLS

Indirect Costs
everything is encrypted

engineer ‘em away 
e.g., Google QUIC

need to rethink some things 
e.g., Trusted Proxies



github.com/dtnaylor/web-profiler
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