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MOTIVATION ) Encryption is blinding middleboxes.

Observation 1 Observation 2 5 Can we just use TLS?
The use of encryption online is Middleboxes are frequently used to add - Using middleboxes with TLS is broken:
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m Encryption contexts for fine-grained access control.
What are encryption contexts? How do they work?
An encryption context is a tag associated with Each context has two symmetric keys:
? . . . . .
Why access control? a set of.m|dd|ebox permissions. Applications TINY R Given to each middlebox with read or write
Most middleboxes don't need full specify a context for each piece of data. access to that context. Used to encrypt/decrypt
- and to generate a MAC for detecting third
read/write access to all data. send(data, context) arty changes.
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PERFORMANCE mcTLS adds functionality to TLS. Does it add overhead?
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m Implementation, documentation, and research paper available online: metls.org ]
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